By way of introduction to our Seminar, we each offer our views on, (1) the need for
privacy, and (2) the prospects of achieving it. Later, we will provide more detailed
lectures on specific privacy topics. After each such presentation, you will have an
opportunity to ask questions, contribute ideas, argue with us or whatever. The
venue will be a moderated list. Thank you for signing up for Privacy 101. We hope
you will find it provocative, enlightening and rewarding.
Sandy Sandfort
Duncan Frissell
September 1994
(c) 1994, Frissell and Sandfort
332 Bleecker St., #F-34
New York, NY 10014
USA
Permission is hereby granted to reproduce and distribute any or all of "Privacy
101" provided this statement and the above copyright notice and address are
included.

PRIVACY: WHO NEEDS IT?
by Sandy Sandfort

Curiously, I've never had much interest in
privacy, per se. In part, this is because
extreme, personal openness is an almost
uniquely American cultural trait. For me, it's.a
personal one as well . It is one, however, from
which | have been weaned by sometimes bitter
personal experience and the "horror stories” of
others.

THE BAD NEWS

hat I'm concerned about is freedom,

Unfortunately, there are those who are
offended by the freedom of others, and seek to
rectify the "problem”. And information about
you is one of the most effective weapons they
have. Protecting your privacy keeps that
weapon out of their hands. Whether you seek
privacy for its own sake or to keep vital infor-
mation out of the hands of enemies, your priva-
cy is imperative. The "intelligence” in the
names of the CIA, DIA and various law
enforcement agency departments refers to the
gathering of secret information for military or
police purposes. Non-governmental organiza-
tions and individuals seek and use intelligence,
too. Without the ability to gather intelligence,
none of them can have much power over you.
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With good intelligence, it's another story. It can
tell them your habits, your routine, your
strengths, your weaknesses, where you sleep at
night... where your family sleeps at night. There
are wolves in the woods whether we choose to
admit it or not. Unless you are absolutely sure
you have--nor ever will have--any enemies,
prudence dictates a low profile .

It is clear that information about you in the
wrong hands, puts you at risk. By the same
token, it is NOT clear that information about
you in anyone's hands does you much good.
Promiscuous dissemination of personal infor-
mation makes you vulnerable to every sort of
societal predator. To address such risks, you
need to organize your life in such a way that
your personal information can be made avail-
able only on a limited and conditional need-to-
know basis. In addition, proactive steps can be
taken to enhance, alter, duplicate, substitute or
camouflage such information. (More on this
later in the Seminar.)

What information—should—you—protect?
"Everything" is a good first.approximation. For
years, the amount of peanut butter used at mili-
tary bases has been classified. The reason? It's
trivial to determine manpower deployment if
you have base-by-base figures for peanut butter
consumption. A similar correlation has been
made between late-night pizza orders from the
Pentagon and the initiation of hostilities in such
places at Granada, Panama and the Arabian
Gulf. Obviously, though, some types of infor-
mation are more critical than others. We will be
discussing specific areas of concern in upcom-
ing lectures. But what'is far'more important
than merely enumerating specific threats, is get-
ting yourself in the habit of "thinking privacy."
If you are like me, "thinking privacy" does not
come naturally,. it must be learned. Hopefully,
by the end of this Seminar, you will be auto-
matically identifying and avoiding privacy pit-
falls in your everyday life.



THE GOOD NEWS

here are those who profess to believe that a

decade after the symbolic "1984," it is
impossible to keep your affairs private. They
are wrong, but such negativism acts as an insid-
ious self-fulfilling prophecy that keeps them
from trying. Even worse, their negativism often
dissuades others from trying as well. How do |
know privacy is possible? Well, for obvious rea-
sons, identifying privacy "role models” is diffi-
cult. (Would the picture of the 1994 "Privacy
Poster Boy" be just a blank 3'x4' piece of card
stock? How about a picture of the Cayman
Islands with a human silhouette superimposed
on it?) Nevertheless, | have read about, commu-
nicated with, met and assisted many such
"Privacy Poster Boys." | won't tell you most of
their names, but | will verify their existence and
share their secrets. The funny thing is, it's not
that big a deal. Piece of cake, really. This is a
seminar for optimists. Not because of the
power of "positive thinking," but because the
power of the individual is growing. Because
there are many more of us (good guys) than
them (bad guys). And because there are mil-
lions of folks in the world who are already suc-
cessfully using the techniques we will be dis-
cussing. While there is no reward without risk,
the pioneers have already blazed the trail.
Please remember that specific threats and their
solutions will come later. At this point we only
want to shake the nay sayers out of the trees. If
you either doubt the threat or doubt that any-
thing can be done about it, PLEASE state your
case on the list. We want to address your-real
concerns rather than just guess what they may
be. You may also start asking specific privacy
questions at this time. We probably won't
address them at this time, but we will-have
something to say about them later in-the
Seminar when we cover related subjects—All
questions will be treated as confidential. in-our
public discussions, we will paraphrase;-edit
and generalize your questions to render them
as anonymous as possible. We recommend you
encrypt and mail forward questions containing
sensitive personal information. We do not need
to know your identity. My public key is*

WHY PRIVACY?

hat's the easy one to answer. People who are

trying to invade your privacy, always ask ,
"If you haven't done anything wrong, what do
you have to hide?" The answer -- "If | knew
what | had to hide, | certainly would. Since |
don't, I need my privacy." No one can predict
what personal characteristics or behaviors will
be punished in years to come. When | was born
in the 1950’s, smoking was a virtue and
sodomy a vice. At some time and in some place
during the last 200 years in Europe, virtually
every human characteristic has led someone to
kill someone else. Race, sex, creed, political phi-
losophy, social or economic class -- all these fac-
tors have been used to attack people at certain
times in certain places. Since some innocent fact
about you may at some time put you at risk,
and since no one can predict what that critical
fact will be, a general habit of privacy preserva-
tion pays real dividends. Another answer to the
guestion "why privacy?" is "why not". What
right do others have to demand information
from you? It costs you time and worry to sur-
render the intimate details of your life to
strangers. If you can get what you want and
preserve your privacy, you might as well do so.
Let the busy bodies that want to know all
about your life find something else to do. Put
the .personal details of your life on a "need to
know" basis. You'll save time and worry and
frustrate those who are trying to get you to give
them free information about you.

PRIVACY YESTERDAY - PRIVACY
TOMORROW

Even though you may feel that your privacy
Is under attack as never before, it's simply
not true. A few years ago, humorist P. J.
O'Rourke moved to a small town in New
Hampshire. After he had been living there for
about 6 months, he had occasion to go into a
local store to buy some underwear. As he was
paying for his purchase, the sales clerk
observed, "That's not your usual brand of
underwear.” The fact is that throughout most of
human history, we've lived in tiny communities
in which everyone knew everything worth
knowing about everyone else. If the authorities
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